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Cyber risk and
Higher Education

What are the unique cyber risks
facing higher-education institutions?

Cyber and Higher Education – Inherent Risks

Digital Transformation

Sensitive Data

Variable/Distributed
Infrastructure

Decentralized
Governance

Digital transformation
The pace of digital transformation is increasing, with significant promise. However, it also
introduces increasing security and privacy risks.

Mobility
Mobile is fast becoming
the new desktop for
students and
employees.
This provides greater
opportunities to drive
improved engagement
efficiency.

Social Business
Social media channels,
crowd sourcing, location
awareness and
gamification techniques,
as well as differentiated
service delivery is
deepening relationships
with students,
prospective students
and alumni.

Data & Analytics
The ability to analyze,
utilize and share data
intelligently is a key
enabler to attract
students by delivering
tailored services and
experiences.

Cloud
Computing
Cloud infrastructure
provides flexibility and
elasticity for organizations
to test and refine new
ideas rapidly and in a cost
effective manner.

Inherently sensitive information increases cyber risk exposure

•

High volumes of sensitive personal information (students, parents, faculty, staff, alumni, etc.)

•

Sensitive, integrated data sets combining information from labs, government entities, health
organizations and/or corporations, designed to enable complex research (but also linking
multiple data sources, and increasing potential risk)

•

High-value research information representing significant competitive advantage for institutions
and individuals

•

Intellectual property and commercially sensitive data that plays a key role in the innovation,
start-up and spin-off ecosystem

Highly variable and distributed infrastructure

•

Sensitive data are stored in numerous locations vs. a centralized, secure hub

•

Significant variability in infrastructure hinders ability to establish minimum standards

•

Vulnerabilities across the environment can be hard to identify and remediate in a timely manner

•

Third-party risks may not be well understood (it is not necessary to be a target, to be a victim)

Decentralized governance

•

Accountabilities for cyber risk management may be unclear

•

Methodologies, tools and processes can vary significantly across departments and campuses

•

Obtaining “line of sight” to cyber risks across the organization can be challenging

•

Reputational risk sits with the institution, even though authority and controls are distributed

GLOBAL CYBER
INSIGHTS
What threats exist and what trends
should we consider in protecting our
institutions

World Economic Forum (2018)
“Although in previous years
respondents to the GRPS have tended
to be optimistic about technological
risks, this year concerns jumped, and
cyberattacks and massive data fraud
both appear in the list of the top five
global risks by perceived likelihood”

Major Cyber Threat Vectors
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Cyber Threats Are Increasing
Cyber threats increase as
the financial and
strategic benefits to
attackers increase.
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Cyber Impact – Getting Under the Surface
• Incident Response
• Customer Response Protection
• Regulatory Response
• Public Relations

Above the Surface
Known Cyber incident Costs

• Legal Fees
• Cyber Response

• Impact on funding
• Reputational impact
• Customer/Student Relationships

Below the Surface
Less Predictable Costs

• Employee Impact
• Loss of Intellectual Property

2017 Deloitte Cyber Risk Services

The role of the
Board
How Boards enable organizations to
become cyber resilient

Challenges in Board oversight for cybersecurity

•

Obtaining a clear understanding of the risks to the organization (as a function of critical assets,
data, third party relationships, etc.)

•

Constructively challenging the cyber maturity of the organization to obtain comfort that
capabilities are sufficient to manage these risks

•

Obtaining (or building) appropriate skills and expertise to enable the Board to fulfill its
mandate around cyber risk

Three steps for the Board to consider
The Board plays a key role in ensuring management takes a proactive approach to assessing and
managing cyber risks, and is ready to respond when an incident occurs

1) Accept

3) Act

2) Understand

• Improve awareness of threats, risks and
business impacts

•

Understanding “crown jewels” and the
degree of exposure/vulnerabilities

•

Determining whether the right skillsets are
on the board

• Holding conversations on cyber with peers

•

Understanding the controls management
has put in place (or is planning to put in
place)

•

Considering assigning a board committee
to directly oversee cyber

•

Evaluating whether the cyber governance
and operating model is appropriate for the
size and complexity of the university

• Asking internal and external experts to
present at board meetings
• Obtaining lessons learned from others
who have experienced a cyber incident

•

Understanding the university’s cyber risk
management framework

• Understanding law enforcement and
expert advisor resources available

•

Reviewing cyber metrics and trends

•

•

Asking the right cyber risk management
questions of management

Verifying appropriate incident escalation
playbooks and processes are in place

•

Viewing cyber as a risk to be managed,
not a problem to be solved

Driving more effective cyber board
reporting

•

Participating in cyber simulation exercises

•

Commissioning periodic independent
testing; asking for results of tests and
maturity assessments.

• Understanding what “good” looks like, for
organizations of similar size and
complexity

•

Key questions to ask

1.

Do we have the required IT subject matter knowledge on the Board?

2.

Do we understand our cyber risk exposure and management’s plan to address it?

3.

Is accountability for cyber clearly defined at the right levels and are the right people in place?

4.

Have we established an appropriate cyber risk escalation framework that includes our risk appetite and
reporting thresholds?

5.

Is our institution focused on, and investing in, the right things? And, if so, how do we evaluate and
measure the results of our decisions?

6.

How do our cyber risk program and capabilities align to industry standards and peer organizations?

7.

Do we have a cyber-focused mindset and cyber-conscious culture organization wide?

8.

Is management aware of, and managing third-party cyber risks?

9.

Can the institution rapidly contain damages and mobilize response resources when a cyber incident
occurs? Have we conducted cyber simulations to test this capability?

10. How do we evaluate the effectiveness of our organization’s cyber risk program?

Assessing cyber maturity is an important first step
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Take advantage of publicly-available resources

(http://www.corpgov.deloitte.ca)
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